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DETAILED ACTION 
Acknowledgements 

1 . This action is in reply to the Amendments and Arguments filed on 20 August 2008. 

2. Claims 8-11, 14, 15, 39, 40, 51, and 52 are currently pending and have been examined. 

3 . This Office Action is given Paper No. 2008 1202. This Paper No. is for reference 
purposes only. 

Claim Rejections - 35 USC § 101 

4. 35 U.S.C. 101 reads as follows: 

Whoever invents or discovers any new and useful process, machine, manufacture, or composition 
of matter, or any new and useful improvement thereof, may obtain a patent therefor, subject to the 
conditions and requirements of this title. 

5. Claims 8-1 lare rejected under 35 U.S.C. § 101 because the claimed invention is directed 
to non-statutory subject matter. 

6. Regarding claims 8-11: 

a. These claims are directed to neither a "process" or a "machine" but rather 
embrace or overlap two different statutory classes of invention as set forth in 35 U.S.C. 
§101. Accordingly, claims 8-11 are rejected under §101. 

Claim Rejections - 35 USC § 112, Paragraph 

7. The following is a quotation of the second paragraph of 35 U.S.C. 112: 

The specification shall conclude with one or more claims particularly pointing out and distinctly 
claiming the subject matter which the applicant regards as his invention. 
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8. Claims 8-11 are rejected under 35 U.S.C. §112, second paragraph, as being indefinite for 
failing to particularly point out and distinctly claim the subject matter which Applicants regard as 
the invention. 

9. Regarding claims 8-11: 

b. These claims are indefinite because they are considered hybrid claims. See 
MPEP §2173.05(p) II. In particular, the claims are directed to neither a "process" or a 
"machine" but rather embrace or overlap two different statutory classes of invention as 
set forth in 35 U.S.C. §101. 

c. For example, claim 8 recites "a system. . . wherein said system comprises a central 
computer system. . . a plurality of meters. . . a database", etc. In light of this evidence, one 
of ordinary skill in the art could reasonably interpret these recitations as express intent by 
Applicants to claim a machine claim. Alternatively, claim 8 recites "a microprocessor 
accessing said data storage" [emphasis added]. One of ordinary skill in the art could also 
reasonably interpret these recitations as express intent by Applicants to claim a process 
claim. In light of this conflicting evidence, a person of ordinary skill in the art could 
reasonably interpret claim 1 to be drawn to either a product or process. 

d. Therefore in accordance with §2173.05(p) II which states that a single claim must 
be drawn to either a product or process (but not both) and because a potential competitor 
of Applicants would not know whether possession alone of the claimed structure 
constituted infringement, or alternatively, if infringement required the execution of the 
recited method steps, the claims are indefinite. If Applicants overcome this particular 35 
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U.S.C. §1 12, 2"'' paragraph rejection, the related 35 U.S.C. §101 rejection will also be 
withdrawn. 

10. The Examiner finds that because the claims are indefinite under 35 U.S.C. § 1 12, 2°'' 
paragraph, it is impossible to properly construe claim scope at this time. However, in accordance 

with MPEP §2173.06 and the USPTO's policy of trying to advance prosecution by providing art 
rejections even though these claims are indefinite, the claims are construed and the prior art is 
applied as much as practically possible. 

Claim Rejections - 35 USC §103 

1 1 . The following is a quotation of 35 U.S.C. § 103(a) which forms the basis for all 

obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as 
set forth in section 102 of this title, if the differences between the subject matter sought to be 
patented and the prior art are such that the subject matter as a whole would have been obvious at 
the time the invention was made to a person having ordinary skill in the art 1o which said subject 
matter pertains. Patentability shall not be negatived by the manner in which the invention was 
made. 

12. Claims 8-11, 14, 15, 39, 40, 51, and 52, as understood by the Examiner, are rejected 
under 35 U.S.C. §103(a) as being unpatentable over Villicana et al. (U.S. 6,819,098 B2) 
("Villicana"), in view of Wheeler et al. (U.S. 2002/0026575 Al) ("Wheeler"). 

1 3 . Regarding claim 8 : 

e. Villicana discloses the following limitations: 

i. a central computer system (system 100) (fig. 1 with associated text); 

ii. a database accessed by said central computer system (data center 103) 
(fig. 1 with associated text); 
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iii. a plurality of meters (utility meters 113) (fig. 1 with associated text); 

iv. a communication network (Internet 111) connecting each meter within 
said plurality of meters with said central computer system to transmit data to said 
central computer system ("a connection via the Internet 111 to system 100 to 
upload power usage data from meter 113 to system 100 for storage in data center 
103) (C2, L39-41); 

V. said database stores a plurality of data records ("a data center 103 that 
includes relational databases in which utility meter acquired data and account 

information is stored"), each data record in said plurality of data records 
includes a meter identifier identifying a meter within said plurality of meters 
associated with said data record ("transmit the identification number to database 
103 so that the correlation between the identification number and the silicon serial 
number may be recorded") (CI, L50-60; and C5, L61 - C6, LI 3); 

vi. each of said meters includes data storage ("non-volatile memory" or 
NVM 205) and a microprocessor (controller 201) accessing said data storage 
and programmed to transmit a message (C4, L28-54), wherein said message 
includes a data value representing a measured usage of said utility product, over 
said communication network to said central computer system (C4, L28-54); 

vii. said central computer system includes a processor programmed to receive 
said message (C4, L28-54); 

viii. said microprocessor in each meter in said plurality of meters is 
additionally programmed to transmit, on a periodic basis, to said central 
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computer system, in an unencrypted form, said value representing said measured 
usage of said utility product (C4, L28-54); and 

ix. store data derived from said value representing a measured usage of said 
utility product within said data record including said meter identifier identifying 
said meter (C4, L28-54; and C5, L61 - C6, LI 3). 
f. Villicana does not directly disclose the limitations: 

X. each data record includes a public cryptographic key of said meter, 

xi. each of said meters includes data storage storing a private cryptographic 
key of said meter, 

xii. a microprocessor programmed to encrypt a message with said private 
cryptographic key; 

xiii. wherein said message includes an alphanumeric value; 

xiv. information encrypted with said private cryptographic key is decrypted 
with said public cryptographic key; 

XV. said central computer system processor is programmed to decrypt the 
received encrypted message with said public cryptographic key of said meter, said 
message encrypted with said private cryptographic key, forming a decrypted 
message, and to compare a version of said alphanumeric value from said 
decrypted message with unencrypted version of said alphanumeric value; 
xvi. said microprocessor in each meter in said plurality of meters is 
additionally programmed to: 
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(1) generate an ordered sequence of values for use as each said 
alphanumeric value; and 

(2) transmit, on a periodic basis, to said central computer system, a 
next value from said ordered sequence of values, in both an unencrypted 
form, and as combined with said value representing said measured usage 
of said utility product and encrypted with said private cryptographic key; 
and 

xvii. said processor within said central computer system is additionally 

programmed to: 

(3) receive said unencrypted form of said value in said ordered 
sequence of values as unencrypted version of said alphanumeric value; 

(4) determine whether said alphanumeric value received as said 
message follows, within said ordered sequence of values, a value 
previously transmitted as said alphanumeric value from said meter; and 

(5) store data derived from said value representing a measured usage 
of said utility product within said data record including said meter 
identifier identifying said meter in response to determining that said 
decrypted message matches said unencrypted version of said message 
together with determining that said alphanumeric value follows said value 
previously transmitted as said alphanumeric value from said meter. 
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g. Wheeler, however, teaches the limitations: 

xviii. a data record including a public cryptographic key of a device (fig. 4b 
with associated text); 

xix. a plurality of devices, each of said devices includes data storage storing a 

private cryptographic key of said device (Tj 0109); 

XX. a microprocessor programmed to encrypt a message with said private 
cryptographic key ffl 0004, 01 14, 0144, 0145, 0148, and 0172); 

xxi. wherein said message includes an alphanumeric value ("time/date stamp") 
ffl 0115 and 0172); 

xxii. information encrypted with said private cryptographic key is decrypted 
with said public cryptographic key (T| 01 16); 

xxiii. a central computer system processor is programmed to decrypt the 
received encrypted message with said public ciyptographic key of said device (T| 
0116), said message encrypted with said private cryptographic key (T| 0114), 
forming a decrypted message (Tl 01 16), and to compare a version of said 
alphanumeric value from said decrypted message with unencrypted version of 
said alphanumeric value ffl 0004, 01 15, 01 16, and 0172); 

xxiv. said microprocessor in each device in said plurality of devices is 
additionally programmed to : 

(6) generate an ordered sequence of values for use as each said 
alphanumeric value 0115 and 0172); and 
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(7) transmit to said central computer system, a next value from said 
ordered sequence of values, in both an unencrypted form, and as 
combined with said message and encrypted with said private 
cryptographic key (H 0004, 0145, and 0172); and 

XXV. said processor within said central computer system is additionally 
programmed to: 

(8) receive said unencrypted form of said value in said ordered 
sequence of values as unencrypted version of said alphanumeric value (THj 
0114-01 16 and 0172); 

(9) determine whether said alphanumeric value received as said 
message follows, within said ordered sequence of values, a value 
previously transmitted as said alphanumeric value from said device (T| 

Q\\5y,and 

( 1 0) determining that said decrypted message matches said 
unencrypted version of said message together with determining that said 
alphanumeric value follows said version of said alphanumeric value 
previously transmitted as said alphanumeric value from said device (T| 
0115). 

h. Therefore, it would have been obvious to one of ordinary skill in the art, at the 
time the invention was made, to include in the usage reporting method of Villicana the 
message authentication method as taught by Wheeler since the claimed invention is 
merely a combination of old elements, and in the combination each element merely 



Application/Control Number: 1 0/637,889 Page 1 0 - 2008 1 202 

Art Unit: 3621 

would have performed the same function as it did separately, and one of ordinary skill in 
the art would have recognized that the results of the combination were predictable. 

14. Regarding claim 9: 

i. VillicanaAVheeler discloses the limitations of claim 8, as described above. 

Villicana/Wheeler, further, discloses the following limitations: 

xxvi. wherein said central computer system is additionally programmed to: 

(11) read said version of said alphanumeric value previously 
transmitted from said meter from said data record including said meter 
identifier identifying said meter (Villicana, CI, L50-60; and C5, L61 - C6, 
L13; and Wheeler, T|01 15); and 

(12) write said alphanumeric value received as said message to said 
data record including said meter identifier (Villicana, CI, L50-60; and 
C5, L61 - C6, L13; and Wheeler, T|01 15). 

15. Regarding claim 10: 

j. VillicanaAVheeler discloses the limitations of claim 8, as described above. 
VillicanaAVheeler, further, discloses the following limitations: 

xxvii. wherein said central computer system is additionally programmed to 
receive a transmission over said communication network from an additional 
meter, to recognize a set up request code transmitted from said additional meter, 
to receive a meter identifier and a public cryptographic key from said additional 
meter, and to record said meter identifier and said public cryptographic key 
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received from said additional meter in an additional data record within said 
database (Villicana, C6, L20+; and Wheeler, ^ 01 18). 

16. Regarding claim 1 1 : 

k. Villicana/Wheeler discloses the limitations of claim 8, as described above. 

Villicana/Wheeler, further, discloses the following limitations: 

xxviii. a server computer (server 101) having an interface for communicating 
over a computer network with at least one client computer (computer 117) and 
accessing said database, wherein said server computer receives data from said 
client computer including a meter identifier stored in a data record within said 
database, and said server computer writes data received from said client 
computer to said data record within said database (Villicana, C3, L60+; C7, L21 
- C8, L26; and fig. 7 with associated text). 

17. Regarding claims 14 and 15: 

1. These claims encompass substantially the same scope as claims 8 and 9. 
Accordingly, claims 14 and 15 are rejected in substantially the same manner as claims 8 
and 9, as described above. 

18. Regarding claims 39, 40, 5 1, and 52: 

m. These claims are directed to a method and a computer-readable medium of the 
above system claims and are not patentably distinct. Accordingly, claims 39, 40, 5 1 , and 
52 are rejected in substantially the same manner as there corresponding system claims, as 
described above. 
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19. The Examiner has pointed out particular references contained in the prior art of record 
within the body of this action for the convenience of the Applicant. Although the specified 
citations are representative of the teachings in the art and are applied to the specific limitations 
within the individual claim, other passages and figures may apply. Applicant, in preparing the 
response, should consider fully the entire reference as potentially teaching all or part of the 
claimed invention, as well as the context of the passage as taught by the prior art or disclosed by 
the Examiner. 

Response to Arguments 

20. Regarding claims 8-11, 14, 15, 39, 40, 51, and 52, Applicants on at least p. 12 of the 
Remarks filed 20 August 2008 ("Remarks") argue "Villicana and Wheeler do not mention using 
values from an ordered sequence". The Examiner respectfiiUy disagrees. As shown above. 
Wheeler does mention the use of time-stamps, which are values from an ordered sequence. 

21 . Applicants' other argimients with respect to claims 8-11, 14, 15, 39, 40, 5 1, and 52 have 
been considered but are moot in view of the new grounds of rejection. 

Conclusion 

22. Applicants' amendment necessitated the new grounds of rejection presented in this Office 
action. Accordingly, THIS ACTION IS MADE FINAL. See MPEP § 706.07(a). Applicants 
are reminded of the extension of time policy as set forth in 37 C.F.R. § 1 .136(a). 

23. A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within TWO 
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MONTHS of the mailing date of this final action and the advisory action is not mailed until after 
the end of the THREE-MONTH shortened statutory period, then the shortened statutory period 
will expire on the date the advisory action is mailed, and any extension fee pursuant to 37 C.F.R. 
§ 1 .136(a) will be calculated from the mailing date of the advisory action. In no event, however, 
will the statutory period for reply expire later than SIX MONTHS from the date of this final 
action. 

24. Any inquiry of a general nature or relating to the status of this application or concerning 
this communication or earlier communications from the Examiner should be directed to Jacob C. 
Coppola whose telephone number is (571) 270-3922. The Examiner can normally be reached on 
Monday-Friday, 9:00 a.m. - 5:00 p.m. If attempts to reach the Examiner by telephone are 
unsuccessfiil, the Examiner's supervisor, Andrew Fischer can be reached at (571) 272-6779. 

25 . Information regarding the status of an apphcation may be obtained from the Patent 

Application Information Retrieval (PAIR) system. Status information for published applications 

may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 

applications is available through Private PAIR only. For more information about the PAIR 

system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private 

PAIR system, please contact the Elecfronic Business Center (EBC) at (866) 217-9197 (toll-free). 

/Jacob C. Coppola/ 

Patent Examiner, Art Unit 3621 

December 3, 2008 

/ANDREW J. FISCHER/ 

Supervisory Patent Examiner, Art Unit 3621 



